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1. NMoTnucuBamwe y Outlook 2010

[a notnucuBarwe MmejnoBa 6uno moryhe HeOnxo4HO je Aa agpeca enekTpoHCKe MOoLTe ca Koje ce
waroe mejn 6yage naeHTUYHa agpecu enekTPoHCKe MOLUTE Koja je ynucaHa y ceptudumkary.

HeonxogHo je n3spwntn KoHurypaumjy Outlook-a Ha cnegehn HaumH:
N3 meHuja File nzabpatu onumjy Options.

| i | Inbox - Outlook Data File - Microsoft Outlook (Product Activation Failed)
i EE j Home Send / Receive Folder View 0
[l save as .
’ Account Information
S | L = -
51 maill.mup v
Info 4 ¥ POP/SMTP
gk Add Account -
Open =
BrE _ Account Settings
a\“ Modify settings for this account and configure additional
Help B connections.
Account
] Options Settings
Exit
' Mailbox Cleanup
«; Manage the size of your mailbox by emptying Deleted Items and
\ archiving.
Cleanup
Tools ~
Rules and Alerts
\'}é Use Rules and Alerts to help organize your incoming e-mail
- messages, and receive updates when items are added, changed, or
Manage Rules removed.
& Alerts
Cnuka 1.

3atum nsabpatu onumjy Trust Center n nputucHyth gyrme Trust Center Settings...



Outlook Options

General
@ Help keep your documents safe and your computer secure and healthy.

Mail

Calendar Protecting your privacy

Contacts Microsoft cares about your privacy. For more information about how Microsoft Qutlook helps to protect your privacy,
please see the privacy statements.

Tasks

Show the Microsoft Qutiook privacy statement

Notes and Journal Office.com privacy statement
Customer Experience Improvement Program

Search

Mobile Security & more

Language Learn more about protecting your privacy and security from Office.com.
Advanced Microsoft Windows Security Center

Microsoft Trustworthy Computing
Customize Ribbon

x Microsoft Outlook Trust Center
Quick Access Toolbar

The Trust Center contains security and privacy settings. These settings help keep your computer -
Add-Ins secure. We recommend that you do not change these settings. [ Trust Center Settings... ]

Trust Center

[ OK ][ Cancel ]:

Cnuka 2.

N3abpatu cekumjy E-mail Security roe je notpebHo yeknpatn Add digital signature to outgoing
messages n Send clear text signed message when sending signed messages.



Trust Center

Trusted Publish
rusted Publishers Eacyiad o imal

DEP Settings
Q_ [:] Encrypt contents and attachments for outgoing messages

Privacy Options Add digital signature to outgoing messages

[ . . .
E-mail Security ’ Send clear text signed message when sending signed messages
D Request S/MIME receipt for all S/MIME signed messages

Attachment Handli
Acimenkahdtng Default Setting: | My S/MIME Settings (spavicinf@mup) ¥ | [ settings... |

Automatic Download

Digital IDs (Certificates)
Macro Settings

Programmatic Access

i Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
l:'a [ mport/Export... | | Get a Digital ID... |

Read as Plain Text

[C] Rread all standard mail in plain text

Script in Folders

[ Allow script in shared folders
E] Allow script in Public Folders

Cnuka 3.

3atum NpuTUCHYTU ayrme Settings HakoH Yera ce oTBapa chopma Change Security Settings



Mputuckom Ha gyrme Choose...

Change Security Settings @

Security Setting Preferences
Security Settings Name:

! 1y SIMIME Settings (spavicinf@rup v I
Cryptoaraphy Format:
Default Security Setting For this cryptographic message format
Default Security Setting For all cryptographic messages

[ Security Labels. .. ] [ MNew ] [ Delete ] Password, .,
Certificates and Algorithms
Signing Certificate: | l [ Choose... J

Encryption Certificate: l l | Choose... |

Send these certificates with signed messages

[ OK ] [ Cancel ]

Cnuka 4.

pobuja ce nucta ceptudumkata ogakne je notpebHo nsabpatu

ogroBapajyhun ceptudukatr 3a notnucuBamwe. O3HaunTU cepTuukat U NpuTUcHyTn agyrme View

Certificate.

Ceptudpmkat 3a notnucmBawe Mopa ummatm HenopeumocT (Non-Repudiation)

Select Certificate

Select the certificate you want to use,

Issued to Issued by Intended P... Friendly na...  Expiration ...
ElcnakaH... MUPCA Gra... SecureEma... Mone 19.5.2015

. MUPCA Gra,.. SecureEma... 19.5.2015

£ | ¥

2X)

[ OK J[ Cancel ][ View Certificate ]

Cnuka 5.

ceptudpukata (Details) y geny ynotpeba kbyya (Key Usage).

y QAdeTtarbmma



Certificate @

| General | Details | Certification Path | Trust |

Show: ‘ <Al v 1
Field Value b
1‘3‘8.1,5.5.7.1.3 30143008060604008e46 ...
@Authority Key |dentifier KeylD=9¢ 80 c1 b3 dIE5 (5 cd...
Certificate Policies [1]Certificate Policy:Policy Identi...
CRL Distribution Points [1]CRL Distribution Paint: Distrib...
@ Basic Constraints Subject Type=End Entity, Path ...

7% Key Usage Digital Signature, Non-Repudiat... S
@ Thumbprint algorithm shal =
7 Thumbprint 43f99c0b433702a0bad3.. ¥

Digital Signature, Non-Repudiation [c0]

[gdit Properties... ] [ Copy to File... ]

Cnuka 6.

HakoH nsbopa ceptudukata nputucHytn gyrme OK (cnmka 5.) Ha nctmn HaumH notpebHo je nsabpatum
ceptudumkat 3a wudpoBawe. lNMputuckom Ha ayrme Choose... pgobuja ce nucrta cepTudmkarta
opakne je notpebHo nsabpaTtn ogrosapajyhu ceptudukar 3a wudpoarwe. O3HaUMTM cepTudumkart u
nputncHytn gyrme View Certificate.

Select Certificate @

Select the certificate you want to use,

Issued to Issued by Intended P...  Friendly na...  Expiration ...

22 CNABAH... MUPCA Gra,.. SecureEma... MNone 19.5,2015

%

| (¥

[ OK ][ Cancel ][ Yiew Certificate ]

Cnuka 7.

Ceptudpmkat 3a wngposare mopa umatn Key Encipherment y getamuma ceptucukata (Details)
y aeny ynotpeba krby4ya (Key Usage).



| Certificate @

'Generall Details EVCertification Path | Trust

Shaw: \ <All> v \
Field Value »

Aulhorily Key |dentifier KeylD=9e 80 c1 b9dIB5 (5 c4...
@ Certificate Policies [1]Certificate Policy:Policy Identi...
CHL Distribution Points [1]CRL Distribution Point: Distrib...
@ Basic Constraints Subject Type=End Entity, Path ...
E Key Usage Digital Signature, Key Encipher...
E Thumbprint algorithm shal

@ Thumbprint 95539 chbcceBe 808778 ..

(=

Digital Signature, Key Encipherment (a0)

[gdit Properties... ] [ Copy toFile... ]

Cnuka 8.

HakoH nsbopa ceptudumkara nputucHytn gyrme OK (cnnka 7.) Kaga ce 3aBpLum ca n3dopom
cepTudumkaTa 3a noTNUcMBame 1 WndpoBake, NoTpebHo je nputucHyTn gyrme OK ga 6um ce
3aTBopuna popma Change Security Settings ca cnuke 4.

Kapa ce 3aBpLum ca koHgurypucamwem tpeda nputmucHytn ayrme OK (cnvka 3). HakoH 3aBpLueHe
KOH(purypaumje moryhe je cnarwe gurutanHo noTnncaHux Mejnosa.

EXIN™ B B elE S Untitled - Message (HTML)

Message Insert Options Format Text Review
= =1, ia - = m  [SB] e -0 B¢ ¥ FollowUp ~
A A & A J J] “ 3
'? High Importance
Paste o = B 7 U | ® A = = = | iE iE Address Check  Attach Attach Signature
v » Format Painter - o Book Names File Iem~ v § LowImportance
Clipboard P Basic Text Names Include Tags % | Zoom
To... Erspavicinf@mup
= 2
i Gc..;
Send —
Subject: | probal
PROBA

Cnuka 9.

Mocne kpenparwa mMejna nsabpatmn Options rge je noTpedbHo Aa gyrme Sign 0yae ykiby4eHo.



DEH9 ™ e w5

proba - Message (HTML)
% Message Insert Options Format Text Review
T j B colors ~ S == R - 00 A ' = &
o Al g%q g% =} 83 Encrypt gg [] Request a Delivery Receipt 1 : =
Themes Page Bce  From | Permission |3 Sign Use Voting [7] Request a Read Receipt Save Sent Delay Direct
v @ Effects ¥ calar v i Buttons v Item To ~ Delivery Replies To
Themes | Show Fields Permission Tracking = More Options M
To... ISla diana Pavic Digitally Sign Message
=3 Digitally sign this message so that
-Send Ce.. | other people can be sure that it
= came from you,
Subject: [proba
’ PROBA
Cnuka 10.

MpuTncHyTM gyrme Send.
RAAIC» s

proba - Message (HTML)
‘ﬁb" Message Insert | Options Format Text Review
[ nCoIorsv a8 8= A 0,5 ‘:'i )
A g1 8 i 83 Encrypt 5% Request a Delivery Receipt - =4
Fonts . A i/=q 10 _° = Encryp ':'LE’ [ Req v P i
’age Bce  From | Permission |37 Sign Use Voting [T] Request a Read Receipt Save Sent Delay  Direct
- [O]Effects ¥ cojor - — Buttons ~ Item To ~ Delivery Replies To
Themes Show Fields Permission Tracking P More Options I
To.. \Sladjana Pavic
:'l
: Coin ’
Send
Subject: [proba
PROBA
Cnuka 11.

HakoH Tora ce 3axteBa YHOC JTO3NHKE 3a JINYHY KapTy.

Smart Card PIN Smart Card PIN

| 0K I Cancel I | OK I

Cancel

Cnuka 12.
YHoLweweM NO3NHKe 1 NMPUTUCKOM Ha ayrme oK noTnucaH mejn je nocnar.



= |

[ File

i} Ignore x

5 « ¥ |5

Message

ﬂ _% f%maeting

proba - Message (HTML)

23 Moveto: ?
23 Team E-mail
=& Reply & Delete

b To Manager

& Done

Quick Steps

7 Create New v

53

Move

& Rules ~
3@ OneNote

2] Actions ~

Move

o B =R

7]
h  HE % 34 Find ©
Y%, R

Mark Categorize Follow  Translate Zoom
Unread P Up~ - W Select ~
Tags ) Editing Zoom

il

—

&)unkv Delete | Reply Reply Forward ”ﬁ“a More v
All
Delete Respond
From: Sladjana Pavic <spavicinf@mup>
To: Sladjana Pavic
Cc
Subject: proba
Signed By: spavicinf@mup
PROBA

[a Mej]'l cagpxu gurutanHu notnnuc Moxe ce BnaeTtn Ha OCHOBY MKOHULE

Cnuka 13.

Sent: y1019.3.2013 14:04

sTIR

2

KOja ce Hanasu y

AOHEeM OeCHOM yrny Mmejna. KnukoMm Ha OBY MKOHMLYY MOXe ce MpOBepuUTW BanuvaHOCT notnuca. 3a
npoBepy BannaHOCTU NOTNMCa HEONXOAHO je Aa Ha padyHapy byae vHCcTanupaH naHau, ceptudukaTa
MUPCARoot 1 MUPCAGradjani u ga ce moxe npuctynutun CRL nuctn.

Digital Signature: Valid

Subject:
From:
Signed By: spavicinf@mup

proba
Sladjana Pavic

For more information about the certificate used to digitally sign

[[]warn me about errars in digitally signed e-mail before message opens.

the message, click Details.

Q The digital signature on this message is Valid and Trusted.

x)




2. MotnucmBawe y Outlook Express-y

3a notnucmeawe email-oBa y Outlook Express-y notpebHo je nogecutn Account Ha cnegehn HaumH.

N3 meHunja ogabpaTtn Tools/Accounts...

8 Dutlook Express - Main Identity

J File Edit Yiew | Tools Message Help

Create Mail

. Send and Receive »
1
Sen  aynchronize All

Synchronize Falder

@ Matk Far OFfline F
ESET NOD32 Ankivire

= Address Book. .. Ckrl+3hift+&
w8 Outloolk Ex Add Sender to Address Book
Folders Message Rules r
I“_;ﬂ Cutlook Express _
Windows Messenger g Main Identity

Iy Cnline Status

Accounts, ..
Cptions. .,

3atum Internet Accounts/ Properties

Internet Accounts 7] x|

Al |Mail I ez I Diirechary SErvicel Add 3

Account | Type | Connection | Bemowve |
@.ﬁ.ctive Drirechany directany zervice Local Area Mebworl:, :
@ Bigfoot [nternet .. directon service Local Area Mebworl, Cm
Ly rnal1 .mLp mail [default] Arw .-’-'-.va?lal:ule EEE T |
@ maill.mup [1] mail Arw Available
%"Jeriﬁign Internet ... directary zervice Local Area Mebworl, |mpart... |
%Whu\-&-"here Inter... directony service Local &rea Network

Export... |

Set Order... |

Cloze

-10 -



Y cnepgehem npo3opy ogabpatu Security, a 3atum Select...

*= mail.mup.gov.rs Properties

| General | Servers| Connection | Secuity | Advanced |

Signing certificate —

Select the signing certificate below. This will determine the digital
ID used when signing messages with this account.

Certificate: | [( Select... )]

Encrypting preferences

Select the encryption certificate and algorithm. These are
included with your digitally signed messages so others can send
encrypted mail to you with these settings.

Certificate: | ‘| Select... I

Algorthm: | 3DES v

[ oK ][ Cancel ] Apply

N3Bpwmntn nsbop ceptudmkaTa n knnkHytn OK.

N3 meHunja ogabpatn Tools/Options/Security. Yekmpatn onuuje kao Ha cnvuum.

-11 -



General I Fead | Feceiptz I Send I Compose I Signatures I
Spelling Security | Connection I M aintenance

Wiruz Protection
Select the Internet Explorer zecurity zone o use:
™ |ntemet zone [Less secure, but more functional]
¥ FResticted sites zone [More secure)

[ warn me when other applications by to gend mail az me.

[T Donct allow attachments bo be saved or opened that could
patentially be a wvins.

Dawnload Images

[ BElock images and other extemnal content in HTML e-mail

Secure Mail
Digital 1Dz [alzo called certificates] are special Tell me mare... |
% documents that allow pou to prove your identity in
electionic tranzactions. Digital ID=... |
To digitally zign meszages or receive encypted
messages, you must have a digital 1D Get Digital 10 |

[~ Encrpt contents and attachments fior all outgoing messages

¥ Digitally sign all outgoing meszages

k. Cancel Apply

KnukHyTn Ha Advanced...

Y cnegehem npo3opy U3BPLUNTU YEKMpare Kao Ha Crnuum.

Advanced Security Settings 7] x|

Encrypted meszages

W arn on enciyphing messages with legs than this strength;

| 163 bits =l

W Always enciypt to myzell when sending encrypted mail

Digitally Signed meszages

W Include my digital ID when sending signed messages
[” Encode message before signing [opague signing)

W Add senders' certificates to my address book.

Revocatioh Checking

% Check for revoked Digital 1D

k. I Cancel

-12 -



HakoH Tora Account je nogeLueH 3a notnMcuBanse nopyka. lNpe cnawa nopyke noTpebHo je
NPUTUCHYTK Sign

_ljx
File

J
|

nnn n3 meHuja nsabpatum Tools/Digitally Sign.

Edit  Wiew Insert  Formak  Tools  Message Help 1"

|

'~ 4 ) >
ISR I A A I e
Cut Copy Paste  Undo Check Speling | Atkach  Prioriky Sign

i New Message -0 x|
J File Edit Wiew Insert  Format | Tools Message Help -.'f
b | Spelling... F7 — 3
g U] [ @ | E
Send Lk Copy  Paste 1) Requesk Read Receipk Sign
Check Mames ZEr K
From: IspavicinF@mup maill .rup) Select Recipients. .. - I
EZ:RIH
= Address Book. . Chrl+Shift+E
|E:3: sl
£ I Encrypk
Subject: | Digitally Sign
= Reguest Secure Receipt e
Al = =re—r———rre— = = =

Ha Taj HauuH je nopyka noTnMcaHa u cnpemMHa 3a crnawe.
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